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ABSTRAK

Meningkatnya ancaman serangan siber terhadap infrastruktur jaringan menuntut adanya
sistem deteksi intrusi yang mampu merespons secara cepat dan konsisten. Penelitian ini
bertujuan untuk membangun, mengimplementasikan, dan mengevaluasi sistem deteksi intrusi
berbasis framework T-Pot yang terintegrasi dengan Security Information and Event
Management (SIEM) menggunakan Elastic Stack, serta mekanisme notifikasi real-time
melalui Telegram. Sistem yang dibangun memanfaatkan tiga komponen utama T-Pot, yaitu
Cowrie sebagai SSH honeypot, Dionaea sebagai honeypot multi-protokol, dan Suricata
sebagai Intrusion Detection System (IDS), yang dihubungkan dengan ElastAlert2 sebagai
rule-based alerting engine. Sebagai kontribusi tambahan, dikembangkan script
malware vt checker.py untuk melakukan enrichment otomatis terhadap sampel malware
menggunakan VirusTotal API.

Evaluasi sistem dilakukan melalui dua tahap pengujian. Pengujian organik selama 16 hari
efektif menghasilkan 6.332.283 events dari 28.224 alamat IP unik di 163 negara, termasuk
pendeteksian 1.062 sampel malware dengan 198 hash unik, di mana 98,56% terklasifikasi
sebagai malicious oleh VirusTotal. Pengujian terkontrol dilakukan dengan 150 iterasi yang
mencakup lima skenario, yaitu brute force SSH, port scanning, DDoS/SYN flood, malware
upload dengan VirusTotal, dan malware upload tanpa VirusTotal. Metrik yang diukur meliputi
Mean Time to Detect (MTTD) sebagai indikator kecepatan notifikasi end-to-end dan success
rate sebagai indikator konsistensi notifikasi.

Hasil pengujian menunjukkan bahwa MTTD rata-rata keseluruhan sebesar 24,902 detik
dengan success rate 100% dari seluruh iterasi. Per skenario, MTTD terendah dicapai oleh
skenario malware tanpa VirusTotal (15,067 detik), diikuti brute force (18,786 detik), port
scanning (22,769 detik), dan DDoS (28,703 detik). Skenario malware dengan VirusTotal
menghasilkan MTTD 39,185 detik akibat overhead enrichment API eksternal. Analisis
bottleneck menunjukkan bahwa segmen T2—T3 (ElastAlert polling) mendominasi latency
pada empat skenario pertama dengan kontribusi 92-98%, sedangkan bottleneck pada skenario
malware dengan VirusTotal berada pada segmen T1—T2 (enrichment VirusTotal, rata-rata
24,185 detik). Seluruh hipotesis terpenuhi: H1 terpenuhi secara parsial (4 dari 5 skenario
memenuhi target MTTD < 30 detik), H2 terpenuhi penuh (success rate 100%), dan H3
terpenuhi melalui bukti peningkatan kualitas informasi keamanan dari event mentah menjadi
alert terstruktur dengan enrichment GeolP, klasifikasi signature, dan analisis threat
intelligence.

Kata Kunci: honeypot, T-Pot, SIEM, Elastic Stack, ElastAlert, intrusion detection system, MTTD,
notifikasi real-time, Telegram, VirusTotal, Cowrie, Dionaea, Suricata



ABSTRACT

The increasing threat of cyber attacks against network infrastructure demands an intrusion
detection system capable of responding rapidly and consistently. This research aims to build,
implement, and evaluate an intrusion detection system based on the T-Pot framework
integrated with Security Information and Event Management (SIEM) using Elastic Stack,
along with a real-time notification mechanism through Telegram. The system utilizes three
core T-Pot components — Cowrie as an SSH honeypot, Dionaea as a multi-protocol honeypot,
and Suricata as an Intrusion Detection System (IDS) — connected to ElastAlert? as a
rule-based alerting engine. As an additional contribution, the malware vt checker.py script
was developed to perform automated enrichment of malware samples using the VirusTotal
API.

System evaluation was conducted in two phases. Organic testing over 16 effective days
captured 6,332,283 events from 28,224 unique IP addresses across 163 countries, including
the detection of 1,062 malware samples with 198 unique hashes, of which 98.56% were
classified as malicious by VirusTotal. Controlled testing was performed with 150 iterations
across five scenarios: SSH brute force, port scanning, DDoS/SYN flood, malware upload with
VirusTotal, and malware upload without VirusTotal. Metrics measured include Mean Time to
Detect (MTTD) as an indicator of end-to-end notification speed and success rate as an
indicator of notification consistency.

Results show an overall average MTTD of 24.902 seconds with a 100% success rate across
all iterations. Per scenario, the lowest MTTD was achieved by malware without VirusTotal
(15.067 seconds), followed by brute force (18.786 seconds), port scanning (22.769 seconds),
and DDoS (28.703 seconds). The malware scenario with VirusTotal yielded an MTTD of
39.185 seconds due to external API enrichment overhead. Bottleneck analysis revealed that
the T2—T3 segment (ElastAlert polling) dominates latency in four of five scenarios,
contributing 92—98% of total MTTD, while the bottleneck in the malware with VirusTotal
scenario shifts to the TI—T2 segment (VirusTotal enrichment, averaging 24.185 seconds). All
hypotheses were confirmed: HI was partially fulfilled (4 of 5 scenarios met the MTTD < 30
second target), H2 was fully fulfilled (100% success rate), and H3 was confirmed through
evidence of improved security information quality — transforming raw events into structured
alerts enriched with GeolP context, signature classification, and threat intelligence analysis.
Keywords: honeypot, T-Pot, SIEM, FElastic Stack, ElastAlert, intrusion detection system,
MTTD, real-time notification, Telegram, VirusTotal, Cowrie, Dionaea, Suricata
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