
 

 

127 

 

Nugraha Adhitama Haryono, 2026 

EVALUASI INCIDENT MANAGEMENT LAYANAN SISTEM INFORMASI DIREKTORAT JENDERAL 

PERATURAN PERUNDANG-UNDANGAN KEMENTERIAN HUKUM MENGGUNAKAN ITIL V4 

UPN Veteran Jakarta, Fakultas Ilmu Komputer, S1 Sistem Informasi 

[www.upnvj.ac.id-www.library.upnvj.ac.id-www.repository.upnvj.ac.id] 

DAFTAR PUSTAKA 

AGUILAR-ALONSO, I., PEREDA PASCAL, M., & MERA MACIAS, C. (2020). Applying 

Business Process Modeling to improve IT Incident Management Processes in a Public 

Entity in Peru. Journal of Software and Systems Development, 2020, 1–20. 

https://doi.org/10.5171/2020.109641 

Ahmad, A., Desouza, K. C., Maynard, S. B., Naseer, H., & Baskerville, R. L. (2020). How 

integration of cyber security management and incident response enables organizational 

learning. Journal of the Association for Information Science and Technology, 71(8), 939–

953. https://doi.org/10.1002/asi.24311 

Ahmad, A., Maynard, S. B., Desouza, K. C., Kotsias, J., Whitty, M. T., & Baskerville, R. L. 

(2021). How can organizations develop situation awareness for incident response: A case 

study of management practice. Computers & Security, 101, 102122. 

https://doi.org/10.1016/j.cose.2020.102122 

Alzubaidi, A., Mitra, K., & Solaiman, E. (2023). A blockchain-based SLA monitoring and 

compliance assessment for IoT ecosystems. Journal of Cloud Computing, 12(1), 50. 

https://doi.org/10.1186/s13677-023-00409-7 

Ardagna, C. A., Bena, N., Hebert, C., Krotsiani, M., Kloukinas, C., & Spanoudakis, G. 

(2023). Big Data Assurance: An Approach Based on Service-Level Agreements. Big 

Data, 11(3), 239–254. https://doi.org/10.1089/big.2021.0369 

Ayuh, J. A., & Chernovita, H. P. (2021). Analisis Incident Management E-Court Pada 

Pengadilan Negeri Salatiga Menggunakan Framework ITIL V4. 8(2), 585–598. 

http://jurnal.mdp.ac.id 

Badan Standar Nasional. (2024a). Teknologi informasi — Manajemen insiden keamanan 

informasi — Bagian 1: Prinsip dan proses. 

Badan Standar Nasional. (2024b). Teknologi informasi — Manajemen insiden keamanan 

informasi — Bagian 3: Pedoman untuk operasi tanggap insiden TIK. 

Bramantyo, B. D., Hawa, A., Ardiansyah, N. J., & Debora, R. (2024). ANALISIS FRAMING 

ZHONGDAN PAN DAN GERALD M. KOSICKI DALAM PEMBERITAAN 

PERETASAN AKUN PUSAT DATA NASIONAL (PDN) DI MEDIA ONLINE TEMPO. 

BroadComm, 6(2), 68–84. https://doi.org/10.53856/0c0gn124 

Clark-Ginsberg, A., Fisher, H., Awan, J., Rico, A., Thomas, T., Rose, D., Vagi, S., Jenkins, L., 

& Nelson, C. (2023). Conceptual Framework for Understanding Incident Management 

Systems During Public Health Emergencies. Disaster Medicine and Public Health 

Preparedness, 17, e158. https://doi.org/10.1017/dmp.2022.77 

Darmawan, I. G. H., Gunantara, N., & Sudarma, M. (2025). Service Management Audit of 

SIKUAT Using The ITIL 4 Framework. Jurnal Nasional Pendidikan Teknik Informatika 

(JANAPATI), 14(1), 118–131. https://doi.org/10.23887/janapati.v14i1.91093 

Dhanabal, P. (2025). Demystifying ITIL-Based Incident Management in Cloud Environments. 

Journal of Computer Science and Technology Studies, 7(8). 



 

 

128 

 

Nugraha Adhitama Haryono, 2026 

EVALUASI INCIDENT MANAGEMENT LAYANAN SISTEM INFORMASI DIREKTORAT JENDERAL 

PERATURAN PERUNDANG-UNDANGAN KEMENTERIAN HUKUM MENGGUNAKAN ITIL V4 

UPN Veteran Jakarta, Fakultas Ilmu Komputer, S1 Sistem Informasi 

[www.upnvj.ac.id-www.library.upnvj.ac.id-www.repository.upnvj.ac.id] 

Didik Kurniawan, & Ahmad Maujuhan Syah. (2022). THE IMPACT OF BJORKA HACKER 

ON THE PSYCHOLOGY OF THE INDONESIAN SOCIETY AND GOVERNMENT 

IN A PSYCHOLOGICAL PERSPECTIVE. Conseils : Jurnal Bimbingan Dan Konseling 

Islam, 2(2), 53–60. https://doi.org/10.55352/bki.v2i2.167 

Dzemydienė, D., Turskienė, S., & Šileikienė, I. (2024). An Approach of ICT Incident 

Management Based on ITIL 4 Methodology Recommendations. Baltic Journal of 

Modern Computing, 12(3). https://doi.org/10.22364/bjmc.2024.12.3.05 

Esterberg, K. G. . (2002). Qualitative methods in social research. McGraw-Hill. 

Fajrillah, A. A. N., Lubis, M., & Pasa, A. R. (2022). Towards the Smart Industry for the 

Sustainability through Open Innovation based on ITSM (Information Technology 

Service Management). International Journal of Advanced Computer Science and 

Applications, 13(6). https://doi.org/10.14569/IJACSA.2022.0130619 

Febrian, D., Salisah, F. N., Megawati, M., M.Afdal, & Marsal, A. (2024). EVALUATION OF 

MATURITY LEVEL AND DESIGN OF INCIDENT MANAGEMENT SOP IN 

ACADEMIC INFORMATION SYSTEM USING ITIL V4. Jurnal Teknik Informatika 

(Jutif), 5(4), 337–344. https://doi.org/10.52436/1.jutif.2024.5.4.2286 

Ghalib, Y. W., Gilang, E. F., Zumi M, Abdhe F, Nanda A, Serly D A, & Zurkiyah A. (2024). 

ANALISIS PERKEMBANGAN KEAMANAN SIBER DAMPAK DARI 

KEBOCORAN DATA PUSAT DATA NASIONAL SEMENTARA 2 SURABAYA 

ASSESSING AND UNDERSTANDING THE CURRENT SITUATION: ANALYSIS 

OF CYBER SECURITY DEVELOPMENTS THE IMPACT OF THE TEMPORARY 

NATIONAL DATA CENTER DATA LEAKS 2 SURABAYA Oleh. In JISCO(Journal of 

Informaaon System and Compuung) ISSN (Vol. 2). 

Gibadullin, R. F., & Nikonorov, V. V. (2021). Development of the System for Automated 

Incident Management Based on Open-Source Software. 2021 International Russian 

Automation Conference (RusAutoCon), 521–525. 

https://doi.org/10.1109/RusAutoCon52004.2021.9537385 

Girs, S., Sentilles, S., Asadollah, S. A., Ashjaei, M., & Mubeen, S. (2020). A Systematic 

Literature Study on Definition and Modeling of Service-Level Agreements for Cloud 

Services in IoT. IEEE Access, 8, 134498–134513. 

https://doi.org/10.1109/ACCESS.2020.3011483 

Hamranová, A., Kokles, M., & Hrivíková, T. (2020a). Approaches to ITSM level 

measurement and evaluation. SHS Web of Conferences, 83, 01019. 

https://doi.org/10.1051/shsconf/20208301019 

Hamranová, A., Kokles, M., & Hrivíková, T. (2020b). Approaches to ITSM level 

measurement and evaluation. SHS Web of Conferences, 83, 01019. 

https://doi.org/10.1051/shsconf/20208301019 

Han, S., Koo, D., Kim, Y., Kim, S., & Park, J. (2017). Gap Analysis Based Decision Support 

Methodology to Improve Level of Service of Water Services. Sustainability, 9(9), 1578. 

https://doi.org/10.3390/su9091578 



 

 

129 

 

Nugraha Adhitama Haryono, 2026 

EVALUASI INCIDENT MANAGEMENT LAYANAN SISTEM INFORMASI DIREKTORAT JENDERAL 

PERATURAN PERUNDANG-UNDANGAN KEMENTERIAN HUKUM MENGGUNAKAN ITIL V4 

UPN Veteran Jakarta, Fakultas Ilmu Komputer, S1 Sistem Informasi 

[www.upnvj.ac.id-www.library.upnvj.ac.id-www.repository.upnvj.ac.id] 

Harahap Nursapia. (2020). PENELITIAN KUALITATIF (H. Sazali, J. Fina, & A. Husein, Eds.; 

1st ed.). Wal ashri Publishing. 

Harjanto, A., & Aji, R. F. (2024). Improving IT Assets Management with ITIL 4 Framework. 

Jurnal Ilmu Komputer Dan Informasi, 17(2), 127–143. 

https://doi.org/10.21609/jiki.v17i2.1195 

Imane, L., Nourredine, M., Driss, S., & Hanane, L. (2022). Fit-Gap Analysis: Pre-Fit-Gap 

Analysis Recommendations and Decision Support Model. International Journal of 

Advanced Computer Science and Applications, 13(7). 

https://doi.org/10.14569/IJACSA.2022.0130749 

Inayah, K., & Ramli, K. (2024). Analisis Kinerja Intrusion Detection System Berbasis 

Algoritma Random Forest Menggunakan Dataset Unbalanced Honeynet BSSN. Jurnal 

Teknologi Informasi Dan Ilmu Komputer, 11(4), 867–876. 

https://doi.org/10.25126/jtiik.1148911 

ISO/IEC. (2020a). Information technology — Information security incident management — 

Part 1: Principles and process. 

ISO/IEC. (2020b). Information technology — Information security incident management — 

Part 2: Guidelines to plan and prepare for incident response. 

ISO/IEC. (2020c). Information technology — Information security incident management — 

Part 3: Guidelines for ICT incident response operations. 

Kalogiannidis, S., Chatzitheodoridis, F., Papaevangelou, O., & Mavrommati, A. (2023). 

Management Information Technology and Quality Service Delivery in Government 

Institutions. WSEAS TRANSACTIONS ON BUSINESS AND ECONOMICS, 20, 1074–

1099. https://doi.org/10.37394/23207.2023.20.97 

Ketut Tri Andika Ariana, Anak Agung Ngurah Hary Susila, & Putu Veda Andreyana. (2025). 

AUDIT LAYANAN BERBASIS ITIL V4 DOMAIN SERVICE DESK, INCIDENT, 

DAN PROBLEM MANAGEMENT PADA PT XYZ. Jurnal Riset Sistem Informasi Dan 

Teknologi Informasi (JURSISTEKNI), 7(3), 802–812. 

https://doi.org/10.52005/jursistekni.v7i3.496 

Khoerunisa, D. (2024). Analisis Framing Model Robert N. Etnman Pada Pemberitaan 

Kebocoran Pusat Data Nasional (PDN) di Media Online. IKRA-ITH HUMANIORA : 

Jurnal Sosial Dan Humaniora, 8(3), 153–162. https://doi.org/10.37817/ikraith-

humaniora.v8i3.4193 

Kristanto, Y. D., & Padmi, R. S. (2020). Analisis Data Kualitatif: Penerapan Analisis Jejaring 

untuk Analisis Tematik yang Cepat, Transparan, dan Teliti. 

https://doi.org/10.35542/osf.io/csah6 

Kurniawan, R., Audrey, N., Mariska, M. R., Sondakh, J. D., & Nathanael, A. (2023). ITIL 4 

MATURITY PROCESS OF COMPANY X. Jurnal Teknik Informatika (JUTIF), x, No. y, 

x-y. https://doi.org/10.52436/jutif 

Limited, A. (2019). ITIL ® Foundation ITIL 4 Edition 2. https://www.axelos.com 



 

 

130 

 

Nugraha Adhitama Haryono, 2026 

EVALUASI INCIDENT MANAGEMENT LAYANAN SISTEM INFORMASI DIREKTORAT JENDERAL 

PERATURAN PERUNDANG-UNDANGAN KEMENTERIAN HUKUM MENGGUNAKAN ITIL V4 

UPN Veteran Jakarta, Fakultas Ilmu Komputer, S1 Sistem Informasi 

[www.upnvj.ac.id-www.library.upnvj.ac.id-www.repository.upnvj.ac.id] 

Mahardika, W. K., & Emanuel, A. W. R. (2023). Analysis of Information Technology Services 

Using the ITIL V.3 Framework. Jurnal Sisfokom (Sistem Informasi Dan Komputer), 

12(2), 205–211. https://doi.org/10.32736/sisfokom.v12i2.1624 

Maulana, Y. M. (2023). Model Analisis Incident Management pada Layanan Teknologi 

Informasi Berdasarkan Framework Information Technology Infrastructure Library V3. 

Jurnal SAINTEKOM, 13(2), 123–135. https://doi.org/10.33020/saintekom.v13i2.398 

Nachrowi, E., Yani Nurhadryani, & Heru Sukoco. (2020a). Evaluation of Governance and 

Management of Information Technology Services Using Cobit 2019 and ITIL 4. Jurnal 

RESTI (Rekayasa Sistem Dan Teknologi Informasi), 4(4), 764–774. 

https://doi.org/10.29207/resti.v4i4.2265 

Nachrowi, E., Yani Nurhadryani, & Heru Sukoco. (2020b). Evaluation of Governance and 

Management of Information Technology Services Using Cobit 2019 and ITIL 4. Jurnal 

RESTI (Rekayasa Sistem Dan Teknologi Informasi), 4(4), 764–774. 

https://doi.org/10.29207/resti.v4i4.2265 

Nadeem, S., Amin, N. ul, Zaman, S. K. uz, Khan, M. A., Ahmad, Z., Iqbal, J., Khan, A., 

Algarni, A. D., & Elmannai, H. (2023). Runtime Management of Service Level 

Agreements through Proactive Resource Provisioning for a Cloud Environment. 

Electronics, 12(2), 296. https://doi.org/10.3390/electronics12020296 

Nainggolan, R. br, Tjahjono, B., Widodo, A. M., & Akbar, H. (2025). Evaluation Of It System 

Operational Services Using The Itil Framework In The Service Desk Domain (A Case 

Study Of PT Erafone Dotcom). Eduvest - Journal of Universal Studies, 5(8), 10040–

10058. https://doi.org/10.59188/eduvest.v5i8.51908 

Najmah, Adelliani Amirah, Sucirahayu Citra Afny, & Zanjabila Azmiya Rahma. (2023). 

Analisis Tematik pada Penelitian Kualitatif (Y. Setyaningsih, Ed.; 1st ed.). Penerbit 

Salemba Empat. 

Nawawi, M. (2018). Investigating Purpose and Impact of Professional Development in 

Response to Shifting Curriculum. International Journal of Social Sciences & 

Educational Studies, 5(2). https://doi.org/10.23918/ijsses.v5i2p86 

Nelson, A., Rekhi, S., Souppaya, M., & Scarfone, K. (2025). Incident response 

recommendations and considerations for cybersecurity risk management : 

https://doi.org/10.6028/NIST.SP.800-61r3 

Nicolazzo, S., Nocera, A., & Pedrycz, W. (2024). Service Level Agreements and Security SLA: 

A Comprehensive Survey. 

Nugroho, A. F. J., & Fianty, M. I. (2023). Streamlining IT Help Desk and Incident 

Management: Harnessing the Power of the ITIL Framework for Enhanced Efficiency in 

IT Services. Journal of Information Systems and Informatics, 5(2), 683–695. 

https://doi.org/10.51519/journalisi.v5i2.496 

Oliveira, D. F., Nogueira, A. S., & Brito, M. A. (2022). Performance Comparison of Machine 

Learning Algorithms in Classifying Information Technologies Incident Tickets. AI, 3(3), 

601–622. https://doi.org/10.3390/ai3030035 



 

 

131 

 

Nugraha Adhitama Haryono, 2026 

EVALUASI INCIDENT MANAGEMENT LAYANAN SISTEM INFORMASI DIREKTORAT JENDERAL 

PERATURAN PERUNDANG-UNDANGAN KEMENTERIAN HUKUM MENGGUNAKAN ITIL V4 

UPN Veteran Jakarta, Fakultas Ilmu Komputer, S1 Sistem Informasi 

[www.upnvj.ac.id-www.library.upnvj.ac.id-www.repository.upnvj.ac.id] 

Palma, A., Acitelli, G., Marrella, A., Bonomi, S., & Angelini, M. (2024). A compliance 

assessment system for Incident Management process. Computers & Security, 146, 

104070. https://doi.org/10.1016/j.cose.2024.104070 

Papadopoulos, A. V., Asadollah, S. A., Ashjaei, M., Mubeen, S., Pei-Breivold, H., & Behnam, 

M. (2017). SLAs for Industrial IoT: Mind the Gap. 2017 5th International Conference on 

Future Internet of Things and Cloud Workshops (FiCloudW), 75–78. 

https://doi.org/10.1109/FiCloudW.2017.70 

Peña, C., Agreda, E., Castillo-Sequera, J. L., & Wong, L. (2024). Continuity Plan for a 

Gamified System which Enhance Customer Service Advisor Training in Peru using ITIL 

4. 2024 International Seminar on Application for Technology of Information and 

Communication (ISemantic), 184–189. 

https://doi.org/10.1109/iSemantic63362.2024.10762605 

PERATURAN MENTERI HUKUM REPUBLIK INDONESIA NOMOR 1 TAHUN 2024 

TENTANG ORGANISASI DAN TATA KERJA KEMENTERIAN HUKUM 

Prasasti, R., Zulfahmi, A. A., Wilis, N., & Budi, S. (2018). Pengelolaan Incident Management 

Berdasarkan ITIL v4 dan Prediksi Penyelesaian Insiden Dalam Rangka Optimalisasi 

Layanan Sebagai Upaya Meningkatkan Kepatuhan Wajib Pajak (Number 18). 

Putra, Y. P. (2022). Comparison of Personal Data Protection Laws Using Narrative Policy 

Framework Between Indonesia, Malaysia, and Japan. NEGREI: Academic Journal of 

Law and Governance, 2(2), 99. https://doi.org/10.29240/negrei.v2i2.5527 

Qazi, F., Kwak, D., Khan, F. G., Ali, F., & Khan, S. U. (2024). Service Level Agreement in 

cloud computing: Taxonomy, prospects, and challenges. Internet of Things, 25, 101126. 

https://doi.org/10.1016/j.iot.2024.101126 

Rahmasari, A. C., Santoso, A. F., & Praditya, D. (2025). IMPLEMENTATION OF IT 

SERVICE MANAGEMENT (ITSM) IN SERVICE LEVEL MANAGEMENT AND 

CAPACITY AND PERFORMANCE MANAGEMENT PROCESSES. Jurnal Indonesia 

Sosial Teknologi, 6(2), 803–816. https://doi.org/10.59141/jist.v6i2.2230 

Ramadhani, E. H., Enriko, I. K. A., & Sari, E. L. I. P. (2025). Kajian Strategik Manajemen 

Keamanan Siber terhadap Proyek Telematika di Indonesia: Studi Kasus Kebocoran Pusat 

Data Nasional. Jurnal Indonesia : Manajemen Informatika Dan Komunikasi, 6(1), 570–

580. https://doi.org/10.35870/jimik.v6i1.1210 

Rani, A. C., Yusuf, A., & Ananto, P. K. F. (2024). Evaluasi Incident Management Layanan 

Teknologi Informasi Pada Universitas XYZ Menggunakan ITIL V4. Jurnal Teknik 

Informatika Dan Sistem Informasi. 

Rinaldi, A. D., & Riadi, I. (2023). Analysis of Learning Management System Service Risk 

Assessment using ITIL V4 Framework. In International Journal of Computer 

Applications (Vol. 185, Number 36). 

Samudrala, L. N. R. (2023). Automated SLA Monitoring in AWS Cloud Environments - A 

Comprehensive Approach Using Dynatrace. Journal of Artificial Intelligence & Cloud 

Computing, 1–6. https://doi.org/10.47363/JAICC/2023(2)E185 



 

 

132 

 

Nugraha Adhitama Haryono, 2026 

EVALUASI INCIDENT MANAGEMENT LAYANAN SISTEM INFORMASI DIREKTORAT JENDERAL 

PERATURAN PERUNDANG-UNDANGAN KEMENTERIAN HUKUM MENGGUNAKAN ITIL V4 

UPN Veteran Jakarta, Fakultas Ilmu Komputer, S1 Sistem Informasi 

[www.upnvj.ac.id-www.library.upnvj.ac.id-www.repository.upnvj.ac.id] 

Sekhara, Y., Medromi, H., & Sayouti, A. (2014). Multi-Agent Architecture for 

Implementation of ITIL Processes: Case of Incident Management Process. In IJACSA) 

International Journal of Advanced Computer Science and Applications (Vol. 5, Number 

8). www.ijacsa.thesai.org 

Setyowibowo, D., Raharjo, T., & Fitriani, A. N. (2025a). Project Management Strategy for 

Chatbot Implementation Based on ITIL v4: A Logistics Company Case. CommIT 

(Communication and Information Technology) Journal, 19(1), 59–70. 

https://doi.org/10.21512/commit.v19i1.12106 

Setyowibowo, D., Raharjo, T., & Fitriani, A. N. (2025b). Project Management Strategy for 

Chatbot Implementation Based on ITIL v4: A Logistics Company Case. In CommIT 

Journal (Vol. 19, Number 1). 

Shabdin, N. I., Ya’acob, S., Abd Ghani, M. A., & Ab Rahim, N. Z. (2024). The Gap Analysis 

Fundamentals for Digitalization Strategic Planning. International Journal of Academic 

Research in Business and Social Sciences, 14(1). https://doi.org/10.6007/IJARBSS/v14-

i1/20580 

Sturm, Rick., Morris, Wayne., & Jander, Mary. (2000). Foundations of service level 

management. Sams. 

Sugiyono. (2013). Metode penelitian pendidikan pendekatan kuantitatif, kualitatif dan R&D 

(19th ed.). CV Alfabeta. 

Suryana, T. B. M. F., Rahmawati, A. A., Ramdanti, N. S., & Safitri, A. N. (2025). 

Transformasi Digital dalam Pelayanan Publik: Tinjauan Yuridis terhadap SPBE di 

Indonesia. CONSTITUO : Journal of State and Political Law Research, 4(1), 37–53. 

https://doi.org/10.47498/constituo.v4i1.4944 

Sutikno, T., & Stiawan, D. (2022). Cyberattacks and data breaches in Indonesia by Bjorka: 

hacker or data collector? Bulletin of Electrical Engineering and Informatics, 11(6), 

2989–2994. https://doi.org/10.11591/eei.v11i6.4854 

Tjonadi, C., Wijaya, K. V., Roselin, V., Natalie, V., & Maulana, A. (2023). Manajemen 

Layanan Teknologi Informasi Perusahaan Perseroan Menggunakan Information 

Technology Infrastructure Library Service Operation: Literature Review. JDMIS: 

Journal of Data Mining and Information Systems, 1(2), 56–62. 

https://doi.org/10.54259/jdmis.v1i2.1611 

Uriarte, R. B., De Nicola, R., Scoca, V., & Tiezzi, F. (2019). Defining and guaranteeing 

dynamic service levels in clouds. Future Generation Computer Systems, 99, 27–40. 

https://doi.org/10.1016/j.future.2019.04.001 

Widarti, E., Joosten, Pratiwi, P. Y., Pradnyana, G. A., Indradewi, I. G. A. A. D., Kamilah, N., 

Bahtiar, R. A., Maysanjaya, I. M. D., & Sepriano. (2024). Buku Ajar Pengantar Sistem 

Informasi (Efitra, N. G. Permata, & Y. Agusdi, Eds.; 1st ed.). PT. Sonpedia Publishing 

Indonesia. 

Zahrothul Ain, A. A., & Safitri, C. (2023). Enhancing ITIL Incident Management: Innovative 

Machine Learning Approaches for Efficient Incident Prioritization and Resolution. 



 

 

133 

 

Nugraha Adhitama Haryono, 2026 

EVALUASI INCIDENT MANAGEMENT LAYANAN SISTEM INFORMASI DIREKTORAT JENDERAL 

PERATURAN PERUNDANG-UNDANGAN KEMENTERIAN HUKUM MENGGUNAKAN ITIL V4 

UPN Veteran Jakarta, Fakultas Ilmu Komputer, S1 Sistem Informasi 

[www.upnvj.ac.id-www.library.upnvj.ac.id-www.repository.upnvj.ac.id] 

JURNAL TEKNIK INFORMATIKA, 16(2), 204–214. 

https://doi.org/10.15408/jti.v16i2.31439 

  

 


