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Kebijakan National Cybersecurity Strategy (NCSS) dalam
menghadapi Serangan Siber Korea Utara Pada Masa

Pemerintahan Moon Jae In (2019-2022)

Farah Anasti Fauzan

ABSTRAK

Penelitian ini menelaah implementasi National Cybersecurity Strategy (NCSS)
Korea Selatan dalam menghadapi serangan siber Korea Utara pada masa
pemerintahan Presiden Moon Jae In (2019-2022). Latar belakang penelitian ini
adalah meningkatnya intensitas serangan siber Korea Utara yang mengancam
sektor pemerintahan, infrastruktur kritis, dan sektor finansial Korea Selatan,
sehingga mendorong negara untuk memperkuat kebijakan keamanan siber nasional.
Penelitian ini bertujuan untuk mengetahui bagaimana NCSS 2019
diimplementasikan sebagai respons kebijakan keamanan siber terhadap ancaman
tersebut. Metode yang digunakan adalah penelitian kualitatif deskriptif dengan
pendekatan studi kasus melalui studi dokumen terhadap kebijakan resmi dan
sumber pendukung lainnya. Hasil penelitian menunjukkan bahwa NCSS 2019
melalui enam pilar utama, yaitu perlindungan infrastruktur, peningkatan kapasitas
respons, tata kelola kolaboratif, inovasi industri siber, penguatan budaya keamanan
siber, dan kepemimpinan global, berperan sebagai kerangka strategis yang
memperkuat koordinasi kelembagaan dan arah kebijakan keamanan siber Korea
Selatan dalam merespons serangan siber Korea Utara, meskipun masih menghadapi

tantangan dalam aspek implementasi dan keberlanjutan kebijakan.

Kata kunci: Keamanan Siber, National Cybersecurity Strategy, Korea Selatan,

Korea Utara, Kebijakan Keamanan Nasional, Moon Jae In



National Cybersecurity Strategy (NCSS) Policy in Responding to
North Korean Cyber Attacks During Moon Jae In's Administration
(2019-2022)

Farah Anasti Fauzan

ABSTRACT

This research examines the implementation of South Korea’s National
Cybersecurity Strategy (NCSS) in responding to North Korean cyberattacks during
President Moon Jae In’s administration (2019-2022). The research is motivated by
the increasing intensity of North Korea’s cyber operations targeting South Korea’s
government sector, critical infrastructure, and financial sector, which has prompted
the state to strengthen its national cybersecurity policy. This research aims to
examine how the 2019 NCSS was implemented as a policy response to these cyber
threats. The research employs a descriptive qualitative method with a case study
approach, using document analysis of official policy documents and supporting
secondary sources. The findings indicate that the implementation of NCSS 2019,
through its six main pillars: critical infrastructure protection, enhanced response
capacity, collaborative governance, cybersecurity industry innovation,
cybersecurity culture development, and global leadership, serves as a strategic
framework that strengthens institutional coordination and the direction of South
Korea’s cybersecurity policy in addressing North Korean cyber threats, despite

ongoing challenges related to policy implementation and sustainability.

Keywords: Cybersecurity, National Cybersecurity Strategy, South Korea, North

Korea, National Security Policy, Moon Jae In
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DAFTAR SINGKATAN

Al = Artificial Intelligence (Kecerdasan Buatan)

AML = Anti-Money Laundering (Anti Pencucian Uang)

APT = Advanced Persistent Threat (Ancaman Siber Persisten Tingkat Lanjut)
CCE = Cyber Conlflict Exercise (Latihan Konflik Siber)

CII = Critical Information Infrastructure (Infrastruktur Informasi Kritis)

CSAP = Cloud Security Assurance Program (Program Jaminan Keamanan

Komputasi Awan)

CSIS = Center for Strategic and International Studies (Pusat Studi Strategis dan

Internasional)
DMZ = Demilitarized Zone (Zona Demiliterisasi)

DPRK = Democratic People’s Republic of Korea (Republik Rakyat Demokratik

Korea)
E2EE = End-to-End Encryption (Enkripsi Ujung ke Ujung)

ETRI = Electronics and Telecommunications Research Institute (Lembaga Riset

Elektronika dan Telekomunikasi)
FIU = Financial Intelligence Unit (Unit Intelijen Keuangan)
FSC = Financial Services Commission (Komisi Layanan Keuangan)

GFCE = Global Forum on Cyber Expertise (Forum Global Keahlian Keamanan
Siber)

GII = Global Innovation Index (Indeks Inovasi Global)
ICS = Industrial Control Systems (Sistem Kendali Industri)

INTERPOL = International Criminal Police Organization (Organisasi Polisi

Kriminal Internasional)



ISMS = Information Security Management System (Sistem Manajemen

Keamanan Informasi)
IT = Information Technology (Teknologi Informasi)

KAMCO = Korea Asset Management Corporation (Korporasi Pengelolaan Aset

Korea)

KDCA = Korea Disease Control and Prevention Agency (Badan Pengendalian dan
Pencegahan Penyakit Korea)

KDB = Korea Development Bank (Bank Pembangunan Korea)
KEPCO = Korea Electric Power Corporation (Perusahaan Listrik Nasional Korea)
KISA = Korea Internet & Security Agency (Badan Internet dan Keamanan Korea)

KHFC = Korea Housing Finance Corporation (Korporasi Pembiayaan Perumahan

Korea)

KHNP = Korea Hydro & Nuclear Power (Perusahaan Tenaga Air dan Nuklir

Korea)

KORAIL = Korea Railroad Corporation (Perusahaan Kereta Api Korea)
KRW = Korean Won (Mata Uang Won Korea Selatan)

KTX = Korea Train Express (Kereta Cepat Korea)

MND = Ministry of National Defense (Kementerian Pertahanan Nasional)

MoEF = Ministry of Economy and Finance (Kementerian Ekonomi dan

Keuangan)

MoHW = Ministry of Health and Welfare (Kementerian Kesehatan dan

Kesejahteraan)

MolS = Ministry of the Interior and Safety (Kementerian Dalam Negeri dan

Keselamatan)

MOLIT = Ministry of Land, Infrastructure and Transport (Kementerian

Pertanahan, Infrastruktur, dan Transportasi)



MOTIE = Ministry of Trade, Industry and Energy (Kementerian Perdagangan,

Industri, dan Energi)

MSS = Ministry of SMEs and Startups (Kementerian Usaha Kecil, Menengah,
dan Startup)

MSIT = Ministry of Science and ICT (Kementerian I[lmu Pengetahuan dan

Teknologi Informasi dan Komunikasi)
NCSS = National Cybersecurity Strategy (Strategi Keamanan Siber Nasional)
NCSC = National Cybersecurity Center (Pusat Keamanan Siber Nasional)

NCRMU = National Cyber Risk Management Unit (Unit Manajemen Risiko Siber

Nasional)
NCTI = National Cyber Threat Intelligence (Intelijen Ancaman Siber Nasional)

NHIS = National Health Insurance Service (Layanan Asuransi Kesehatan

Nasional)

NIS = National Intelligence Service (Badan Intelijen Nasional)

NSO = National Security Office (Kantor Keamanan Nasional)

NSRI = National Security Research Institute (Institut Riset Keamanan Nasional)
OEWG = Open-Ended Working Group (Kelompok Kerja Terbuka PBB)

PDB = Gross Domestic Product (Produk Domestik Bruto)

R&D = Research and Development (Penelitian dan Pengembangan)

ROK = Republic of Korea (Republik Korea)

SIEM = Security Information and Event Management (Manajemen Informasi dan

Kejadian Keamanan)
SNS = Social Networking Service (Layanan Jejaring Sosial)
SOC = Security Operations Center (Pusat Operasi Keamanan)

SSIS = Social Security Information Service (Layanan Informasi Jaminan Sosial)



TIK = Information and Communication Technology (Teknologi Informasi dan

Komunikasi)

UN GGE = United Nations Group of Governmental Experts (Kelompok Pakar
Pemerintah PBB)

VPN = Virtual Private Network (Jaringan Privat Virtual)

WIPO = World Intellectual Property Organization (Organisasi Kekayaan
Intelektual Dunia)

10



