
100 
 

 

 

 

 

 

 

 

 

LAMPIRAN



98 
 

Lampiran 1 

Hasil Sqlmap 

[*] starting @ 22:18:32 /2021-05-31/ 

 

[22:18:33] [INFO] testing connection to the target URL 

[22:18:35] [INFO] testing if the target URL content is stable 

[22:18:36] [WARNING] target URL content is not stable (i.e. content differs). 

sqlmap will base the page comparison on a sequence matcher. If no dynamic nor 

injectable parameters are detected, or in case of junk results, refer to user's manual 

paragraph 'Page comparison' 

how do you want to proceed? [(C)ontinue/(s)tring/(r)egex/(q)uit] c 

[22:18:37] [INFO] testing if GET parameter 'categoryid' is dynamic 

[22:18:38] [WARNING] GET parameter 'categoryid' does not appear to be 

dynamic 

[22:18:39] [WARNING] heuristic (basic) test shows that GET parameter 

'categoryid' might not be injectable 

[22:18:40] [INFO] testing for SQL injection on GET parameter 'categoryid' 

[22:18:40] [INFO] testing 'AND boolean-based blind - WHERE or HAVING 

clause' 

[22:18:54] [INFO] testing 'Boolean-based blind - Parameter replace (original 

value)' 

[22:18:56] [INFO] testing 'MySQL >= 5.1 AND error-based - WHERE, 

HAVING, ORDER BY or GROUP BY clause (EXTRACTVALUE)'                                                                         

[22:19:00] [INFO] testing 'PostgreSQL AND error-based - WHERE or HAVING 

clause' 

[22:19:04] [INFO] testing 'Microsoft SQL Server/Sybase AND error-based - 

WHERE or HAVING clause (IN)' 

[22:19:08] [INFO] testing 'Oracle AND error-based - WHERE or HAVING 

clause (XMLType)' 

[22:19:11] [INFO] testing 'Generic inline queries' 

[22:19:12] [INFO] testing 'PostgreSQL > 8.1 stacked queries (comment)' 
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[22:19:15] [INFO] testing 'Microsoft SQL Server/Sybase stacked queries 

(comment)' 

[22:19:18] [INFO] testing 'Oracle stacked queries 

(DBMS_PIPE.RECEIVE_MESSAGE - comment)' 

[22:19:21] [INFO] testing 'MySQL >= 5.0.12 AND time-based blind (query 

SLEEP)' 

[22:19:24] [INFO] testing 'PostgreSQL > 8.1 AND time-based blind' 

[22:19:28] [INFO] testing 'Microsoft SQL Server/Sybase time-based blind (IF)' 

[22:19:31] [INFO] testing 'Oracle AND time-based blind' 

it is recommended to perform only basic UNION tests if there is not at least 

one other (potential) technique found. Do you want to reduce the number of 

requests? [Y/n] y 

[22:19:37] [INFO] testing 'Generic UNION query (NULL) - 1 to 10 columns' 

[22:19:46] [WARNING] GET parameter 'categoryid' does not seem to be 

injectable 

[22:19:46] [CRITICAL] all tested parameters do not appear to be injectable. Try 

to increase values for '--level'/'--risk' options if you wish to perform more tests. If 

you suspect that there is some kind of protection mechanism involved (e.g. WAF) 

maybe you could try to use option '--tamper' (e.g. '--tamper=space2comment') 

and/or switch '--random-agent'                                                              

[22:19:46] [WARNING] HTTP error codes detected during run: 

404 (Not Found) - 1 times 

 

[*] ending @ 22:19:46 /2021-05-31/ 
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[*] starting @ 22:08:14 /2021-05-31/ 

 

[22:08:19] [INFO] testing connection to the target URL 

[22:08:25] [INFO] testing if the target URL content is stable 

[22:08:26] [WARNING] target URL content is not stable (i.e. content differs). 

sqlmap will base the page comparison on a sequence matcher. If no dynamic nor 

injectable parameters are detected, or in case of junk results, refer to user's manual 

paragraph 'Page comparison' 

how do you want to proceed? [(C)ontinue/(s)tring/(r)egex/(q)uit] c 

[22:08:28] [INFO] testing if GET parameter 'id' is dynamic 

[22:08:29] [WARNING] GET parameter 'id' does not appears to be dynamic 

[22:08:44] [INFO] testing for SQL injection on GET parameter 'id' 

[22:08:44] [INFO] testing 'AND boolean-based blind - WHERE or HAVING 

clause' 

[22:08:57] [INFO] testing 'Boolean-based blind - Parameter replace (original 

value)' 

[22:09:00] [INFO] testing 'MySQL >= 5.1 AND error-based - WHERE, 

HAVING, ORDER BY or GROUP BY clause (EXTRACTVALUE)'                                                                                            

[22:09:04] [INFO] testing 'PostgreSQL AND error-based - WHERE or HAVING 

clause' 

[22:09:08] [INFO] testing 'Microsoft SQL Server/Sybase AND error-based - 

WHERE or HAVING clause (IN)' 

[22:09:13] [INFO] testing 'Oracle AND error-based - WHERE or HAVING 

clause (XMLType)' 

[22:09:18] [INFO] testing 'Generic inline queries' 

[22:09:19] [INFO] testing 'PostgreSQL > 8.1 stacked queries (comment)' 

[22:09:22] [INFO] testing 'Microsoft SQL Server/Sybase stacked queries 

(comment)' 

[22:09:25] [INFO] testing 'Oracle stacked queries 

(DBMS_PIPE.RECEIVE_MESSAGE - comment)' 

[22:09:28] [INFO] testing 'MySQL >= 5.0.12 AND time-based blind (query 

SLEEP)' 
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[22:09:32] [INFO] testing 'PostgreSQL > 8.1 AND time-based blind' 

[22:09:39] [INFO] testing 'Microsoft SQL Server/Sybase time-based blind (IF)' 

[22:09:44] [INFO] testing 'Oracle AND time-based blind' 

it is recommended to perform only basic UNION tests if there is not at least 

one other (potential) technique found. Do you want to reduce the number of 

requests? [Y/n] y 

[22:10:04] [INFO] testing 'Generic UNION query (NULL) - 1 to 10 columns' 

[22:10:15] [WARNING] GET parameter 'id' does not seem to be injectable 

[22:10:15] [CRITICAL] all tested parameters do not appear to be injectable. Try 

to increase values for '--level'/'--risk' options if you wish to perform more tests. If 

you suspect that there is some kind of protection mechanism involved (e.g. WAF) 

maybe you could try to use option '--tamper' (e.g. '--tamper=space2comment') 

and/or switch '--random-agent'                                                              

 

[*] ending @ 22:10:15 /2021-05-31/ 
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[*] starting @ 22:03:56 /2021-05-31/ 

 

[22:03:56] [INFO] testing connection to the target URL 

[22:03:57] [INFO] testing if the target URL content is stable 

[22:03:58] [WARNING] target URL content is not stable (i.e. content differs). 

sqlmap will base the page comparison on a sequence matcher. If no dynamic nor 

injectable parameters are detected, or in case of junk results, refer to user's manual 

paragraph 'Page comparison' 

how do you want to proceed? [(C)ontinue/(s)tring/(r)egex/(q)uit] c 

[22:04:01] [INFO] testing if GET parameter 'userid' is dynamic 

[22:04:02] [WARNING] GET parameter 'userid' does not appear to be dynamic 

[22:04:03] [WARNING] heuristic (basic) test shows that GET parameter 

'userid' might not be injectable 

[22:04:04] [INFO] testing for SQL injection on GET parameter 'userid' 

[22:04:04] [INFO] testing 'AND boolean-based blind - WHERE or HAVING 

clause' 

[22:04:15] [INFO] testing 'Boolean-based blind - Parameter replace (original 

value)' 

[22:04:16] [INFO] testing 'MySQL >= 5.1 AND error-based - WHERE, 

HAVING, ORDER BY or GROUP BY clause (EXTRACTVALUE)'                                                                                            

[22:04:19] [INFO] testing 'PostgreSQL AND error-based - WHERE or HAVING 

clause' 

[22:04:23] [INFO] testing 'Microsoft SQL Server/Sybase AND error-based - 

WHERE or HAVING clause (IN)' 

[22:04:26] [INFO] testing 'Oracle AND error-based - WHERE or HAVING 

clause (XMLType)' 

[22:04:29] [INFO] testing 'Generic inline queries' 

[22:04:29] [INFO] testing 'PostgreSQL > 8.1 stacked queries (comment)' 

[22:04:32] [INFO] testing 'Microsoft SQL Server/Sybase stacked queries 

(comment)' 

[22:04:34] [INFO] testing 'Oracle stacked queries 

(DBMS_PIPE.RECEIVE_MESSAGE - comment)' 
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[22:04:36] [INFO] testing 'MySQL >= 5.0.12 AND time-based blind (query 

SLEEP)' 

[22:04:40] [INFO] testing 'PostgreSQL > 8.1 AND time-based blind' 

[22:04:43] [INFO] testing 'Microsoft SQL Server/Sybase time-based blind (IF)' 

[22:04:47] [INFO] testing 'Oracle AND time-based blind' 

it is recommended to perform only basic UNION tests if there is not at least 

one other (potential) technique found. Do you want to reduce the number of 

requests? [Y/n] y 

[22:05:16] [INFO] testing 'Generic UNION query (NULL) - 1 to 10 columns' 

[22:05:25] [WARNING] GET parameter 'userid' does not seem to be 

injectable 

[22:05:25] [CRITICAL] all tested parameters do not appear to be injectable. Try 

to increase values for '--level'/'--risk' options if you wish to perform more tests. If 

you suspect that there is some kind of protection mechanism involved (e.g. WAF) 

maybe you could try to use option '--tamper' (e.g. '--tamper=space2comment') 

and/or switch '--random-agent'                                                              

[22:05:25] [WARNING] HTTP error codes detected during run: 

404 (Not Found) - 4 times 

 

[*] ending @ 22:05:25 /2021-05-31/ 
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[*] starting @ 23:27:05 /2021-05-31/ 

 

[23:27:05] [INFO] testing connection to the target URL 

[23:27:08] [INFO] testing if the target URL content is stable 

[23:27:09] [WARNING] target URL content is not stable (i.e. content differs). 

sqlmap will base the page comparison on a sequence matcher. If no dynamic nor 

injectable parameters are detected, or in case of junk results, refer to user's manual 

paragraph 'Page comparison' 

how do you want to proceed? [(C)ontinue/(s)tring/(r)egex/(q)uit] c 

[23:27:10] [INFO] testing if GET parameter 'course' is dynamic 

[23:27:11] [WARNING] GET parameter 'course' does not appear to be dynamic 

[23:27:12] [WARNING] heuristic (basic) test shows that GET parameter 

'course' might not be injectable 

[23:27:13] [INFO] testing for SQL injection on GET parameter 'course' 

[23:27:13] [INFO] testing 'AND boolean-based blind - WHERE or HAVING 

clause' 

[23:27:24] [INFO] testing 'Boolean-based blind - Parameter replace (original 

value)' 

[23:27:25] [INFO] testing 'MySQL >= 5.1 AND error-based - WHERE, 

HAVING, ORDER BY or GROUP BY clause (EXTRACTVALUE)'                                                                                    

[23:27:28] [INFO] testing 'PostgreSQL AND error-based - WHERE or HAVING 

clause' 

[23:27:31] [INFO] testing 'Microsoft SQL Server/Sybase AND error-based - 

WHERE or HAVING clause (IN)' 

[23:27:34] [INFO] testing 'Oracle AND error-based - WHERE or HAVING 

clause (XMLType)' 

[23:27:37] [INFO] testing 'Generic inline queries' 

[23:27:37] [INFO] testing 'PostgreSQL > 8.1 stacked queries (comment)' 

[23:27:40] [INFO] testing 'Microsoft SQL Server/Sybase stacked queries 

(comment)' 

[23:27:42] [INFO] testing 'Oracle stacked queries 

(DBMS_PIPE.RECEIVE_MESSAGE - comment)' 
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[23:27:44] [INFO] testing 'MySQL >= 5.0.12 AND time-based blind (query 

SLEEP)' 

[23:27:47] [INFO] testing 'PostgreSQL > 8.1 AND time-based blind' 

[23:27:50] [INFO] testing 'Microsoft SQL Server/Sybase time-based blind (IF)' 

[23:27:53] [INFO] testing 'Oracle AND time-based blind' 

it is recommended to perform only basic UNION tests if there is not at least 

one other (potential) technique found. Do you want to reduce the number of 

requests? [Y/n] y 

[23:27:59] [INFO] testing 'Generic UNION query (NULL) - 1 to 10 columns' 

[23:28:06] [WARNING] GET parameter 'course' does not seem to be 

injectable 

[23:28:06] [CRITICAL] all tested parameters do not appear to be injectable. Try 

to increase values for '--level'/'--risk' options if you wish to perform more tests. If 

you suspect that there is some kind of protection mechanism involved (e.g. WAF) 

maybe you could try to use option '--tamper' (e.g. '--tamper=space2comment') 

and/or switch '--random-agent' 

[23:28:06] [WARNING] HTTP error codes detected during run: 

404 (Not Found) - 3 times 

 

[*] ending @ 23:28:06 /2021-05-31/ 
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[*] starting @ 23:41:18 /2021-05-31/ 

 

[23:41:18] [INFO] testing connection to the target URL 

[23:41:25] [INFO] testing if the target URL content is stable 

[23:41:26] [WARNING] target URL content is not stable (i.e. content differs). 

sqlmap will base the page comparison on a sequence matcher. If no dynamic nor 

injectable parameters are detected, or in case of junk results, refer to user's manual 

paragraph 'Page comparison' 

how do you want to proceed? [(C)ontinue/(s)tring/(r)egex/(q)uit] c 

[23:41:28] [INFO] testing if GET parameter 'view' is dynamic 

[23:41:29] [WARNING] GET parameter 'view' does not appear to be dynamic 

[23:41:31] [WARNING] heuristic (basic) test shows that GET parameter 

'view' might not be injectable 

[23:41:32] [INFO] testing for SQL injection on GET parameter 'view' 

[23:41:32] [INFO] testing 'AND boolean-based blind - WHERE or HAVING 

clause' 

[23:41:42] [INFO] testing 'Boolean-based blind - Parameter replace (original 

value)' 

[23:41:44] [INFO] testing 'MySQL >= 5.1 AND error-based - WHERE, 

HAVING, ORDER BY or GROUP BY clause (EXTRACTVALUE)'                                                                          

[23:41:48] [INFO] testing 'PostgreSQL AND error-based - WHERE or HAVING 

clause' 

[23:41:52] [INFO] testing 'Microsoft SQL Server/Sybase AND error-based - 

WHERE or HAVING clause (IN)' 

[23:41:57] [INFO] testing 'Oracle AND error-based - WHERE or HAVING 

clause (XMLType)' 

[23:42:00] [INFO] testing 'Generic inline queries' 

[23:42:01] [INFO] testing 'PostgreSQL > 8.1 stacked queries (comment)' 

[23:42:05] [INFO] testing 'Microsoft SQL Server/Sybase stacked queries 

(comment)' 

[23:42:07] [INFO] testing 'Oracle stacked queries 

(DBMS_PIPE.RECEIVE_MESSAGE - comment)' 
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[23:42:10] [INFO] testing 'MySQL >= 5.0.12 AND time-based blind (query 

SLEEP)' 

[23:42:14] [INFO] testing 'PostgreSQL > 8.1 AND time-based blind' 

[23:42:17] [INFO] testing 'Microsoft SQL Server/Sybase time-based blind (IF)' 

[23:42:20] [INFO] testing 'Oracle AND time-based blind' 

it is recommended to perform only basic UNION tests if there is not at least 

one other (potential) technique found. Do you want to reduce the number of 

requests? [Y/n] y 

[23:42:31] [INFO] testing 'Generic UNION query (NULL) - 1 to 10 columns' 

[23:42:36] [WARNING] GET parameter 'view' does not seem to be injectable 

[23:42:36] [CRITICAL] all tested parameters do not appear to be injectable. Try 

to increase values for '--level'/'--risk' options if you wish to perform more tests. If 

you suspect that there is some kind of protection mechanism involved (e.g. WAF) 

maybe you could try to use option '--tamper' (e.g. '--tamper=space2comment') 

and/or switch '--random-agent'                                                              

 

[*] ending @ 23:42:36 /2021-05-31/ 
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[*] starting @ 23:55:18 /2021-05-31/ 

 

[23:55:18] [INFO] testing connection to the target URL 

[23:55:23] [INFO] testing if the target URL content is stable 

[23:55:23] [WARNING] target URL content is not stable (i.e. content differs). 

sqlmap will base the page comparison on a sequence matcher. If no dynamic nor 

injectable parameters are detected, or in case of junk results, refer to user's manual 

paragraph 'Page comparison' 

how do you want to proceed? [(C)ontinue/(s)tring/(r)egex/(q)uit] c 

[23:55:23] [INFO] testing if GET parameter 'lang' is dynamic 

[23:55:23] [WARNING] GET parameter 'lang' does not appear to be dynamic 

[23:55:24] [WARNING] heuristic (basic) test shows that GET parameter 

'lang' might not be injectable 

[23:55:25] [INFO] testing for SQL injection on GET parameter 'lang' 

[23:55:25] [INFO] testing 'AND boolean-based blind - WHERE or HAVING 

clause' 

[23:55:27] [INFO] testing 'Boolean-based blind - Parameter replace (original 

value)' 

[23:55:28] [INFO] testing 'MySQL >= 5.1 AND error-based - WHERE, 

HAVING, ORDER BY or GROUP BY clause (EXTRACTVALUE)'                                                                          

[23:55:30] [INFO] testing 'PostgreSQL AND error-based - WHERE or HAVING 

clause' 

[23:55:32] [INFO] testing 'Microsoft SQL Server/Sybase AND error-based - 

WHERE or HAVING clause (IN)' 

[23:55:34] [INFO] testing 'Oracle AND error-based - WHERE or HAVING 

clause (XMLType)' 

[23:55:37] [INFO] testing 'Generic inline queries' 

[23:55:37] [INFO] testing 'PostgreSQL > 8.1 stacked queries (comment)' 

[23:55:40] [INFO] testing 'Microsoft SQL Server/Sybase stacked queries 

(comment)' 

[23:55:41] [INFO] testing 'Oracle stacked queries 

(DBMS_PIPE.RECEIVE_MESSAGE - comment)' 
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[23:55:43] [INFO] testing 'MySQL >= 5.0.12 AND time-based blind (query 

SLEEP)' 

[23:55:46] [INFO] testing 'PostgreSQL > 8.1 AND time-based blind' 

[23:55:48] [INFO] testing 'Microsoft SQL Server/Sybase time-based blind (IF)' 

[23:55:53] [INFO] testing 'Oracle AND time-based blind' 

it is recommended to perform only basic UNION tests if there is not at least 

one other (potential) technique found. Do you want to reduce the number of 

requests? [Y/n] y 

[23:56:32] [INFO] testing 'Generic UNION query (NULL) - 1 to 10 columns' 

[23:56:38] [WARNING] GET parameter 'lang' does not seem to be injectable 

[23:56:38] [CRITICAL] all tested parameters do not appear to be injectable. Try 

to increase values for '--level'/'--risk' options if you wish to perform more tests. If 

you suspect that there is some kind of protection mechanism involved (e.g. WAF) 

maybe you could try to use option '--tamper' (e.g. '--tamper=space2comment') 

and/or switch '--random-agent'                                                              

 

[*] ending @ 23:56:38 /2021-05-31/ 
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[*] starting @ 21:57:38 /2021-06-03/ 

 

[21:57:38] [INFO] testing connection to the target URL 

[21:57:52] [INFO] testing if the target URL content is stable 

[21:57:52] [WARNING] target URL content is not stable (i.e. content differs). 

sqlmap will base the page comparison on a sequence matcher. If no dynamic nor 

injectable parameters are detected, or in case of junk results, refer to user's manual 

paragraph 'Page comparison' 

how do you want to proceed? [(C)ontinue/(s)tring/(r)egex/(q)uit] c 

[21:57:52] [INFO] testing if GET parameter 'sesskey' is dynamic 

[21:57:53] [WARNING] GET parameter 'sesskey' does not appear to be dynamic 

[21:57:54] [WARNING] heuristic (basic) test shows that GET parameter 

'sesskey' might not be injectable 

[21:57:56] [INFO] testing for SQL injection on GET parameter 'sesskey' 

[21:57:56] [INFO] testing 'AND boolean-based blind - WHERE or HAVING 

clause' 

[21:58:14] [INFO] testing 'Boolean-based blind - Parameter replace (original 

value)' 

[21:58:19] [INFO] testing 'MySQL >= 5.1 AND error-based - WHERE, 

HAVING, ORDER BY or GROUP BY clause (EXTRACTVALUE)'                                                                          

[21:58:23] [INFO] testing 'PostgreSQL AND error-based - WHERE or HAVING 

clause' 

[21:58:29] [INFO] testing 'Microsoft SQL Server/Sybase AND error-based - 

WHERE or HAVING clause (IN)' 

[21:58:34] [INFO] testing 'Oracle AND error-based - WHERE or HAVING 

clause (XMLType)' 

[21:58:39] [INFO] testing 'Generic inline queries' 

[21:58:40] [INFO] testing 'PostgreSQL > 8.1 stacked queries (comment)' 

[21:58:44] [INFO] testing 'Microsoft SQL Server/Sybase stacked queries 

(comment)' 

[21:58:47] [INFO] testing 'Oracle stacked queries 

(DBMS_PIPE.RECEIVE_MESSAGE - comment)' 
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[21:58:51] [INFO] testing 'MySQL >= 5.0.12 AND time-based blind (query 

SLEEP)' 

[21:58:55] [INFO] testing 'PostgreSQL > 8.1 AND time-based blind' 

[21:59:00] [INFO] testing 'Microsoft SQL Server/Sybase time-based blind (IF)' 

[21:59:05] [INFO] testing 'Oracle AND time-based blind' 

it is recommended to perform only basic UNION tests if there is not at least 

one other (potential) technique found. Do you want to reduce the number of 

requests? [Y/n] y 

[21:59:11] [INFO] testing 'Generic UNION query (NULL) - 1 to 10 columns' 

[21:59:21] [WARNING] GET parameter 'sesskey' does not seem to be 

injectable 

[21:59:21] [CRITICAL] all tested parameters do not appear to be injectable. Try 

to increase values for '--level'/'--risk' options if you wish to perform more tests. If 

you suspect that there is some kind of protection mechanism involved (e.g. WAF) 

maybe you could try to use option '--tamper' (e.g. '--tamper=space2comment') 

and/or switch '--random-agent'                                                              

 

[*] ending @ 21:59:21 /2021-06-03/ 
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[*] starting @ 22:57:18 /2021-06-05/ 

 

[22:57:18] [INFO] testing connection to the target URL 

[22:57:20] [INFO] testing if the target URL content is stable 

[22:57:21] [WARNING] target URL content is not stable (i.e. content differs). 

sqlmap will base the page comparison on a sequence matcher. If no dynamic nor 

injectable parameters are detected, or in case of junk results, refer to user's manual 

paragraph 'Page comparison' 

how do you want to proceed? [(C)ontinue/(s)tring/(r)egex/(q)uit] c 

[22:57:23] [INFO] testing if GET parameter 'cache' is dynamic 

[22:57:24] [WARNING] GET parameter 'cache' does not appear to be dynamic 

[22:57:25] [WARNING] heuristic (basic) test shows that GET parameter 

'cache' might not be injectable 

[22:57:26] [INFO] testing for SQL injection on GET parameter 'sesskey' 

[22:57:26] [INFO] testing 'AND boolean-based blind - WHERE or HAVING 

clause' 

[22:57:36] [INFO] testing 'Boolean-based blind - Parameter replace (original 

value)' 

[22:57:38] [INFO] testing 'MySQL >= 5.1 AND error-based - WHERE, 

HAVING, ORDER BY or GROUP BY clause (EXTRACTVALUE)'                                                                          

[22:57:41] [INFO] testing 'PostgreSQL AND error-based - WHERE or HAVING 

clause' 

[22:57:44] [INFO] testing 'Microsoft SQL Server/Sybase AND error-based - 

WHERE or HAVING clause (IN)' 

[22:57:47] [INFO] testing 'Oracle AND error-based - WHERE or HAVING 

clause (XMLType)' 

[22:57:50] [INFO] testing 'Generic inline queries' 

[22:57:50] [INFO] testing 'PostgreSQL > 8.1 stacked queries (comment)' 

[22:57:53] [INFO] testing 'Microsoft SQL Server/Sybase stacked queries 

(comment)' 

[22:57:55] [INFO] testing 'Oracle stacked queries 

(DBMS_PIPE.RECEIVE_MESSAGE - comment)' 
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[22:57:57] [INFO] testing 'MySQL >= 5.0.12 AND time-based blind (query 

SLEEP)' 

[22:58:00] [INFO] testing 'PostgreSQL > 8.1 AND time-based blind' 

[22:58:03] [INFO] testing 'Microsoft SQL Server/Sybase time-based blind (IF)' 

[22:58:05] [INFO] testing 'Oracle AND time-based blind' 

it is recommended to perform only basic UNION tests if there is not at least 

one other (potential) technique found. Do you want to reduce the number of 

requests? [Y/n] y 

[23:01:34] [INFO] testing 'Generic UNION query (NULL) - 1 to 10 columns' 

[23:01:42] [WARNING] GET parameter 'cache' does not seem to be 

injectable 

[23:01:42] [CRITICAL] all tested parameters do not appear to be injectable. Try 

to increase values for '--level'/'--risk' options if you wish to perform more tests. If 

you suspect that there is some kind of protection mechanism involved (e.g. WAF) 

maybe you could try to use option '--tamper' (e.g. '--tamper=space2comment') 

and/or switch '--random-agent'                                                              

 

[*] ending @ 23:01:42 /2021-06-05/ 
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[*] starting @ 20:08:43 /2021-06-17/ 

 

[20:08:43] [INFO] parsing HTTP request from 'loginpage' 

[20:08:44] [INFO] testing connection to the target URL 

[20:08:44] [WARNING] the web server responded with an HTTP error code 

(400) which could interfere with the results of the tests 

[20:08:44] [INFO] testing if the target URL content is stable 

[20:08:44] [INFO] target URL content is stable 

[20:08:44] [WARNING] heuristic (basic) test shows that POST parameter 

'username' might not be injectable 

[20:08:44] [INFO] testing for SQL injection on POST parameter 'username' 

[20:08:44] [INFO] testing 'AND boolean-based blind - WHERE or HAVING 

clause' 

[20:08:44] [INFO] testing 'Boolean-based blind - Parameter replace (original 

value)' 

[20:08:44] [INFO] testing 'MySQL >= 5.1 AND error-based - WHERE, 

HAVING, ORDER BY or GROUP BY clause (EXTRACTVALUE)' 

[20:08:45] [INFO] testing 'PostgreSQL AND error-based - WHERE or HAVING 

clause' 

[20:08:45] [INFO] testing 'Microsoft SQL Server/Sybase AND error-based - 

WHERE or HAVING clause (IN)' 

[20:08:45] [INFO] testing 'Oracle AND error-based - WHERE or HAVING 

clause (XMLType)' 

[20:08:45] [INFO] testing 'Generic inline queries' 

[20:08:45] [INFO] testing 'PostgreSQL > 8.1 stacked queries (comment)' 

[20:08:45] [WARNING] time-based comparison requires larger statistical model, 

please wait. (done)       

[20:08:46] [INFO] testing 'Microsoft SQL Server/Sybase stacked queries 

(comment)' 

[20:08:46] [INFO] testing 'Oracle stacked queries 

(DBMS_PIPE.RECEIVE_MESSAGE - comment)' 
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[20:08:46] [INFO] testing 'MySQL >= 5.0.12 AND time-based blind (query 

SLEEP)' 

[20:08:46] [INFO] testing 'PostgreSQL > 8.1 AND time-based blind' 

[20:08:46] [INFO] testing 'Microsoft SQL Server/Sybase time-based blind (IF)' 

[20:08:46] [INFO] testing 'Oracle AND time-based blind' 

it is recommended to perform only basic UNION tests if there is not at least 

one other (potential) technique found. Do you want to reduce the number of 

requests? [Y/n] y 

[20:08:48] [INFO] testing 'Generic UNION query (NULL) - 1 to 10 columns' 

[20:08:48] [WARNING] POST parameter 'username' does not seem to be 

injectable 

[20:08:48] [CRITICAL] all tested parameters do not appear to be injectable. Try 

to increase values for '--level'/'--risk' options if you wish to perform more tests. If 

you suspect that there is some kind of protection mechanism involved (e.g. WAF) 

maybe you could try to use option '--tamper' (e.g. '--tamper=space2comment') 

and/or switch '--random-agent'                                                              

[20:08:48] [WARNING] HTTP error codes detected during run: 

400 (Bad Request) - 74 times 

 

[*] ending @ 20:52:19 /2021-06-25/ 
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[*] starting @ 23:16:37 /2021-05-31/ 

 

[23:16:37] [INFO] parsing HTTP request from 'search' 

it appears that provided value for POST parameter 'q' has boundaries. Do 

you want to inject inside? ('<script>alert("WXSS")%3B</script*>') [y/N] y 

[23:16:38] [INFO] testing connection to the target URL 

[23:16:39] [WARNING] the web server responded with an HTTP error code 

(400) which could interfere with the results of the tests 

[23:16:39] [INFO] testing if the target URL content is stable 

[23:16:39] [INFO] target URL content is stable 

[23:16:39] [WARNING] heuristic (basic) test shows that POST parameter 'q' 

might not be injectable 

[23:16:39] [INFO] testing for SQL injection on POST parameter 'q' 

[23:16:39] [INFO] testing 'AND boolean-based blind - WHERE or HAVING 

clause' 

[23:16:39] [INFO] testing 'Boolean-based blind - Parameter replace (original 

value)' 

[23:16:39] [INFO] testing 'MySQL >= 5.1 AND error-based - WHERE, 

HAVING, ORDER BY or GROUP BY clause (EXTRACTVALUE)'                                                                          

[23:16:40] [INFO] testing 'PostgreSQL AND error-based - WHERE or HAVING 

clause' 

[23:16:40] [INFO] testing 'Microsoft SQL Server/Sybase AND error-based - 

WHERE or HAVING clause (IN)' 

[23:16:40] [INFO] testing 'Oracle AND error-based - WHERE or HAVING 

clause (XMLType)' 

[23:16:40] [INFO] testing 'Generic inline queries' 

[23:16:40] [INFO] testing 'PostgreSQL > 8.1 stacked queries (comment)' 

[23:16:40] [WARNING] time-based comparison requires larger statistical model, 

please wait. (done)       

[23:16:40] [INFO] testing 'Microsoft SQL Server/Sybase stacked queries 

(comment)' 
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[23:16:40] [INFO] testing 'Oracle stacked queries 

(DBMS_PIPE.RECEIVE_MESSAGE - comment)' 

[23:16:41] [INFO] testing 'MySQL >= 5.0.12 AND time-based blind (query 

SLEEP)' 

[23:16:41] [INFO] testing 'PostgreSQL > 8.1 AND time-based blind' 

[23:16:41] [INFO] testing 'Microsoft SQL Server/Sybase time-based blind (IF)' 

[23:16:42] [INFO] testing 'Oracle AND time-based blind' 

it is recommended to perform only basic UNION tests if there is not at least 

one other (potential) technique found. Do you want to reduce the number of 

requests? [Y/n] y 

[23:16:44] [INFO] testing 'Generic UNION query (NULL) - 1 to 10 columns' 

[23:16:45] [WARNING] POST parameter 'q' does not seem to be injectable 

[23:16:45] [CRITICAL] all tested parameters do not appear to be injectable. Try 

to increase values for '--level'/'--risk' options if you wish to perform more tests. If 

you suspect that there is some kind of protection mechanism involved (e.g. WAF) 

maybe you could try to use option '--tamper' (e.g. '--tamper=space2comment') 

and/or switch '--random-agent'                                                              

[23:16:45] [WARNING] HTTP error codes detected during run: 

400 (Bad Request) - 74 times 

 

[*] ending @ 23:16:45 /2021-05-31/ 

  



118 
 

Lampiran 2 

Hasil XSS Cross Scripting 
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Lampiran 3 

Hasil Broken Access Control 
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Lampiran 4 

Hasil Gaining Access and Privilege Escalation 
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Lampiran 5 

Hasil Enumerating Further 
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Lampiran 6 

Hasil Compromise Remote User/Sites 
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Lampiran 7 

Hasil Maintaining Access 
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Lampiran 8 

Wawancara dengan Kepala UPT Teknologi Informasi dan Komunikasi 

 

Saya  : Apakah ada rencana jangka panjang atau jangka pendek untuk 

upgrade hardware atau software? 

Pak Sigit  : Ada, server. Jadi kita tahun ini ada 3 server yang baru itu, untuk 

ini Leads kan ya? 

Saya  : Iya untuk Leads. 

Pak Sigit  : Iya ada 3 server yang baru. Jadi kita sekarang udah beralih ya, akan 

beralih ya, akan beralih ke model apa ya istilahnya. Kalau saat ini 

ya, saat ini kan kondisinya tuh kalau yang leads ya, itu 1 server itu 

di install VM lalu aplikasi gitu. Nah kalau nanti engga, di install 

aplikasi tuh maksudnya database juga disitu, aplikasinya juga disitu 

gitu. Kalau nanti engga, nanti dipisah, jadi ada server yang khusus 

buat aplikasi, ada server yang khusus buat NAS buat storage, ada 

server yang khusus buat database, jadi beda-beda. Ada skemanya, 

trus ini perangkatnya sudah ada, trus kita juga pakai arsitektur yang 

baru. Arsitektur yang baru itu pakai Kubernetes. 

Saya  : Oh Kubernetes. 

Pak Sigit  : Ya pake Kubernetes. Jadi dari sisi hardware nya juga baru, dari 

arsitektur aplikasinya juga baru sama tadi apa namanya manajemen 

resikonya. Kita juga manajemen resikonya untuk yang E-learning 

ini juga yang baru. Barunya apa, barunya itu kita ada 3 skema gitu. 

Skema pertama itu saat ini ya saat ini ya yang elearning40 ini nanti 

juga kedepannya yang E-learning Leads ini, itu juga sama. Jadi yang 

elearning40 untuk tahun pembelajaran yang aktif, kayak misalkan 

nanti nih ganjil 2021/2022 itu aplikasi seluruhnya ditaruh di cloud. 

Nah kan kita ada tahun yang sebelumnya nih 2020/2021, nah 
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2020/2021 tuh ditaruh disini on-premise gitu. Jadi ada backup-

annya. Jadi ada yang di cloud, ada yang di on-premise, ada lagi yang 

satu lagi di data center gitu. Kita kemungkinan akan naruh di data 

center nya di KEMENDIKBUD gitu. Jadi ada 3, jadi kalo core nya 

Universitas kan tadi di proses pembelajaran ya. Nah itu kalau 1 mati 

kita harus ada backup-annya buat mitigasi, kayak resikonya, karena 

itu core business nya, jadi ketika dia mati ya selesai itu bisnis, 

makanya kita pakai itu tadi 3 skema. Skema yang pertama itu tadi 

yang aktif itu ditaruh di cloud, kemungkinan kalau misalnya kita 

udah ngga pakai cloud, itu kita ditaruh di on-premise, cuman 

berbeda. Yang kedua tadi on-premise cuman yang tahun 

sebelumnya, tahun-tahun ajaran sebelumnya. Jadi ketika ada akses 

course yang sebelumnya, itu masih bisa diakses. Jadi kayak kamu 

misalkan semester sekarang berapa? 

Saya  : 8. 

Pak Sigit : 8, abis ya. Kalau kamu mau ngakses 6 atau 4, itu di server yang 

lokal. Tapi kalau ketika kamu di semester 8 pakai E-learning ya, 

diaksesnya di cloud. Terus sama yang backup, backup ini kita di 

data center atau istilahnya colocation. Colocation itu di 

KEMENDIKBUD kayaknya ditaruhnya. Karena gatau, kalau dulu 

sih kita ada data center yang kita sewa, kalau sekarang kemungkinan 

akan taruh di Kementerian. Kebijakan sih, kebijakan pusat biasanya. 

Ada lagi? 

Saya : Pernah ada masalah kelemahan keamanan dan kontrol IT gak pak? 

Pak Sigit : Apa? 

Saya : Pernah ada masalah dari segi keamanan gak di server ini? 

Pak Sigit : Server engga sih, kita issue nya itu paling infra. Ya kayak listrik. 

Kalau keamanan sih sejauh ini belum ada. Ya karena itu mungkin 

belum ada ini ya, belum ada issue atau belum ada sesuatu yang 
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menarik gitu. Ya coba aja kayak misalkan apasih yang ada di E-

learning UPN, gak menarik-menarik banget makanya untuk 

keamanan kita belum ada issue, cuman yang ada issue itu adalah 

yang infra kayak tadi listrik. Yang pertama lisrik terus yang kedua 

itu server yang dibutuhkan, jadi kalau misalkan saat ini kalau yang 

di cloud itu kita bisa 3000 user concurrent dalam satu waktu itu bisa 

ngakses. Nah kalau dulu itu kita sekitar 1500, karena pakai server 

sendiri gitu. Paling itu ajasih issue nya. Jadi akses ke kalau 

sebelumnya kan kalau pake E-learning tuh yang di 2019 itu yang 

genap ya, yang awal-awal pandemi itu kan ada error tuh biasanya. 

Ada error, ada yang kebuka tapi engga bisa keakses gitu kan ya. Ada 

tampilannya tuh yang beda gitu, pernah gitu gak? 

Saya : Kayak gak ke load gitu page nya? 

Pak Sigit : Iya, jadi page nya tuh beda dengan page yang lain. Nah itu karena 

user concurrent nya tinggi. Pada saat user concurrent tinggi, 

kemampuan server nya terbatas. RAM terus, Core sama kalau untuk 

koneksi kita udah hedon ya. Kita koneksi tuh udah hedon, jadi kalau 

issue-issue tentang DDOS attack segala macem ya, kita udah gak 

disitu. Itu udah inshaallah aman lah. Oh ini ada 1 di FEB, itu ada 

tapi ini dia dari SIAKAD. Jadi SIAKAD nya itu ke hack, dia kayak 

nge-chat dosen PA nya itu yang aneh, pokoknya hal yang aneh, 

kayak misalkan mau cuti gitu, pokoknya chat nya yang aneh lah ke 

dosen PA nya. Setelah di confirm ke dosen PA nya ternyata dia gak 

melakukan itu, nah terus di cek ke E-learningnya ternyata dia juga 

bermasalah di E-learningnya. Jadi ketika dia ngirimin tugas atau apa 

gitu gak ke save, pokoknya gitu. Jadi karena SIAKAD nya ke hack 

E-learningnya juga ke hack gitu. Itu pernah ada sih. Kita udah trace, 

IP nya IP sini juga, maksudnya masih di Indonesia bukan orang luar, 

kemungkinan temennya, jadi yang kena itu cewek, yang korbannya 

itu cewek, nah mungkin ada orang yang suka mungkin sama dia atau 

mau cari perhatian, itu jadi ke hack akunnya dia. 
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Saya : Kalau masalah dengan software atau hardware ada gak pak? 

Pak Sigit : Kalau hardware kan tadi ya, kita masih terbatas untuk user 

concurrent nya. Yang tadi nih yang akhirnya kita nambah, terus 

akhirnya skema nya kita ubah, jadi 1 server itu bukannya kita install 

VM tapi 3 server itu nanti kita akan gabung, nanti kita akan petakan. 

Jadi aplikasi di server aplikasi, database di server database, dan 

storage di server storage. Kalau untuk software itu yang saat ini kita 

upgrade, kita udah upgrade dan kita pake themes yang berbayar. 

Kalau software itu sih issue nya, jadi kita udah pakai platform yang 

gak baru-baru banget sih cuman gak yang update terus plugin, 

themes itu kita udah sesuaikan sama kebutuhan kampusnya sama 

themes nya itu kita berbayar. Itu paling kalau issue yang software, 

dan itu adalah software open source yang kita gunakan, jadi 

dokumentasinya banyak yang tau juga, paling itu aja sih. Cuman 

kalau dari sisi keamanan yang saat ini cukup aman kok, cukup lebih 

aman. Paling kita selektifnya di plugin, plugin itu biasanya ada yang 

suka inject script disitu. Kayak pernah install VPN atau add-on di 

Chrome, nah tau-tau PC kita nge-install apa gitu yakan, tiba-tiba 

update, nah itu namanya Adware, kayak malware gitu cuman dia 

nge pop-up in berita kah, nge pop-up in apa lah kayak gitu, iklan-

iklan. Jadi kayak gitu, itu kalau misalkan yang kita gak selektif, itu 

bisa tuh dari plugin masuk. Makanya kita selektif dan kita tes maka 

issue keamanannya dari segi software inshaallah aman. 

Saya : Kalau pemeliharaan perangkat IT nya cukup memadai pak? 

Pak Sigit  : Kalau pemeliharaan sih, kalau dari sisi anggaran sih oke. Cuman 

kalau dari sisi SDM kurang. Makanya ketika kondisinya peak banget 

kita dapat pekerjaannya banyak banget, biasanya ya ada beberapa 

bulan yang gak kita maintenance, kayak kemarin UTBK nih itu kita 

gak maintenance. Akhirnya kita gak maintenance, kayak 

maintenance server gitu, kayak kemarin sempat mati tuh Leads nya 

tuh, karena kita gak maintenance. Kita kayak fokus ke kegiatan 
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UTBK gitu selama sebulan, karena kita kurang SDM untuk yang ini 

ya untuk yang server. Jadi kayak tadi, kalau saat ini kan cuman 2 

doang nih yang bisa akses server, mas Asep sama mas Farhan doang, 

jadi kurang. Tapi kalau untuk anggaran itu udah banget, untuk 

maintenance itu biayanya gede terus bisa melibatkan orang luar gitu, 

diperbolehkan. Itu udah cukup difasilitasi banget lah untuk dari sisi 

anggaran, cuman SDM nya aja sih di kami yang kurang. Nah kalau 

yang Leads ini, itu kami dibantu sama mahasiswa PKL, sama 

konsultan dari luar juga ada. 

Saya : Trus ada gak pak software sama hardware usang yang masih 

dipakai, trus bikin masalah gitu? 

Pak Sigit : Kalau untuk yang E-learning udah gak ada, udah disini semuanya 

lah istilahnya. Kalau dulu itu kan disana tuh di FIK, server nya 1 

terus di pakai ramai-ramai lah istilahnya, jadi 1 server itu banyak 

VM-VM. Jadi spesifikasinya RAM segala macemnya itu gak bagus 

lah, jadi kalaupun di upgrade, salah satunya VM nya harus dimatiin 

baru di upgrade kayak gitu-gitu. Nah itu akhirnya kita pindahin, kita 

minta izin sama kampusnya, instruksi dari bu Rektor ya. Saya bilang 

“itu server di belakang bu, kalau disana kita masih belum bisa 

memastikan untuk banyaknya di akses, concurrent yang di akses 

banyak”, tapi kalau di kita yang me-maintenance waktu itu kami 

janji sampai 1500, cuman kenyataannya itu cuman 1000-an lah, gak 

sampai 1500 itu servernya udah… 

Saya : Down? 

Pak Sigit : Server nya sebenernya nyala cuman ada yang gak kebagian session 

lah istilahnya begitu. Nah abis itu baru kita pakai cloud gitu. Jadi 

kalau usang sih enggak, malah kita udah beralih ke teknologi yang 

baru ke cloud dengan Kubernetes juga udah baru. Jadi teknologinya 

baru, terutama teknologi database nya kita yang di maintenance 

oleh Google. Jadi bisa memastikan untuk 3000 user concurrent tuh 
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bisa. Itu biasanya pada saat ujian UTS UAS itu, kalau yang pakai E-

learning, kalau itu traffic tinggi banget tuh. Itu aman. 

Saya : Trus kalau programmer Leads nya itu dari dalam UPN atau dari 

luar juga ada? 

Pak Sigit : Kalau programmer Leads nya dari kita dari UPN. Cuman kalau 

untuk yang cloud dari luar. Kita nge-deploy cloud gitu di GCP itu 

orang luar. Orang GCP nya juga yang ngebantuin, jadi ada IT nya. 

IT khusus buat yang cloud ya, bukan yang aplikasinya. Jadi yang IT 

cloud nya ya nanya. “Aplikasinya mana pak? Sudah dibuatkan 

image nya? Image nya isinya sudah ada apa aja?”. Nah itu kita yang 

buatkan image nya, mereka nanti yang nge-deploy in istilahnya gitu. 

Trus nanti kita dikasih tau untuk aksesnya, akses ke GCP nya. 

Aksesnya bukan hanya akses ke sistem, database segala macem, tapi 

juga kita diajarin bagaimana ngeliat pemakaiannya, trus ada masalah 

gak, bug-bug kayak gitu-gitu. Kita diajarin juga kayak gitu. 

Saya : Kalau persentase website down dalam 12 bulan berapa kali tuh pak 

kira-kira? 

Pak Sigit : Kalau dulu awal-awal ya, awal-awal yang E-learning yang kita 

masih maintenance itu seminggu bisa 4 sampai 6 kali dulu. Sehari 

malah waktu itu bisa sampai 6 kali, tapi kalau sekarang gak pernah. 

Sekarang itu semenjak yang di cloud itu semester ganjil, kan 

sekarang semester genap nih, semester ganjil kemarin 2020/2021 itu 

gak ada gitu. Sampai sekarang itu gak ada, server down itu gak ada, 

karena itu tadi sudah di cloud. 

Saya : Kalau secara jaringan, orang yang bisa ngakses hak admin penuh 

di server siapa aja? 

Pak Sigit : Admin server nya? 

Saya : Iya superadmin. 
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Pak Sigit : 2 orang itu tadi. 

Saya : Oh, 2 orang aja? 

Pak Sigit : Iya, superadmin server cuma 2 orang doang. 

Saya : Untuk Operating System yang dipakai di server Leads apa pak? 

Pak Sigit : Kalau saat ini itu Windows Server 2012 lisensi. Dan running di 

Kubernetes gitu. Jadi Windows Server kita install Kubernetes kayak 

Docker gitu, baru kita running disitu. Jadi bukan running di VM. 

Gitu ya, jadi kalau running di VM kan kita udah install Windows 

Server, kita bikin Virtual Machine, baru kita install Linux, baru kita 

install aplikasinya kayak database, kayak misalkan Postgre, trus 

kayak misalkan SQL atau kita install aplikasinya PHP, Redist. Sama 

aplikasinya misalkan Moodle, trus kalau misalkan website tuh CI 

atau wordpress gitu-gitu lah pokoknya. Di install kayak gitunya. 

Saya : Kalau untuk database pakainya apa? 

Pak Sigit : PostgreSQL. 

Saya : Untuk lokasi server berarti udah di cloud ya pak? 

Pak Sigit : Yang saat ini di cloud, yang nanti juga yang Leads nya akan di 

cloud. 

Saya : Nah terus provider cloud nya apa itu pak? 

Pak Sigit : GCP, Google Cloud Platform. 

Saya : Di Leads itu ada WAF nya gak pak? Website Application Firewall. 

Pak Sigit : Waduh kurang ngerti saya. 

Saya : Kayak semacam firewall gitu pak. 
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Pak Sigit : Gak ada kayaknya. Kalau kita paling pakai SSL kita sendiri. Trus 

paling Auth nya, Authentication buat password nya itu, kita udah 

SSO kalau yang Leads ya. 

Saya : Udah yang apa? 

Pak Sigit : Single Sign-on. 

Saya : Oh, Single Sign-on. 

Pak Sigit : Jadi kamu login di Leads nih, terus kamu buka website lagi, 

akademik misalkan, nanti dia akan connect. Trus kamu buka 

misalkan kegiatan.upnvj, cbt-bahasa misalkan langsung nanti 

connect. Kegiatan itu biasanya yang teman-teman dari Kesehatan itu 

nanti dia ngaksesnya kesitu bisa. Jadi tinggal di klik aja, jadi gak 

usah login lagi tinggal di klik aja. Kayak ini aja, Youtube, Gmail 

trus Drive kayak gitu.  

Saya : Baik sudah itu saja pak, terima kasih pak Sigit. 

Jakarta, 29 Juni 2021 

Menyetujui, 

Kepala UPT Teknologi Informasi dan Komunikasi 

 

(Sigit Pradana, S.T, M.T) 
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Lampiran 9 

Turnitin 
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Mengetahui, 

 

 

Henki Bayu Seta, S.Kom, MTI 
        Dosen Pembimbing I 


